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The following questions have been received and are addressed herein for
clarification purposes.

Question #1:
"What locations are in scope for wireless testing?"

Answer:

The RFO's Exhibit A (Statement of Work), Section B (CPHCS Roles and
Responsibilities), Iltem #6, states, in part:

"CPHCS will provide awarded Contractor and assessment team with
physical addresses of the two target sites..."

For security purposes, CPHCS will not publicize the two locations that currently
have active wireless networks prior to any security assessment. The awarded
contractor will be provided with the location of the two target sites.

One location is located in Sacramento, CA, and the other is located in Oakland,
CA.

Question #2:

"At each location, how many buildings and floors are included in the scope of
wireless testing?"

Answer:

As answered in Addendum #2, Question #8, the approximate square footage of
each location and the number of floors of each location may be available through
public information. The locations will be given to the awarded contractor, and
any further information about the location (e.g., square footage or number of
floors) must be obtained through public information.

Question #3:

"How many separate wireless networks are in scope and what are they used for
(guest network, point-of-sales systems, etc.)?"

Answer:

As answered in Addendum #2, Question #6, the RFO's Exhibit A (Statement of
Work), Section C (Contractor Roles and Responsibilities), Item #9, 1* sentence,
states:

"Conduct and assessment and prepare a written report on the security of
CPHCS' wireless networks at two (2) designated sites."

Two wireless access points with their own SSIDs will be active; one SSID for
each location. Awardees will be given the two SSIDs prior to conducting the
security assessment.
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Question #4:
"What brand(s) of access points are in use?"
Answer:

The RFO's Exhibit A (Statement of Work), Section A (Contract Purpose and
Description), 3" sentence, states:

"CPHCS seeks offers from qualified firms to assess the effectiveness of
our wireless security architecture by conducting a 'black box' (relying on
publicly available information) wireless security penetration assessment
(Pen Test) against specific target wireless networks."

Any information about specific brand(s) of access points that CPHCS has in use
could be obtained through public information.

Question #5:

"Are you using a captive portal?™

Answer:

Please refer to the answer for Question #4, above. All information regarding
CPHCS' wireless network could be obtained through public information.
Question #6:

"Is rogue access point detection within scope?”

Answer:

No. CPHCS seeks security assessment services for two (2) access points.
Question #7:

"What encryption type(s) are you using (WEP, WPA-PSK, WPA Enterprise,
etc.)?"

Answer:

Answered in Question # 5, above.

Question #8:
"Is there a standard client configuration that you would like us to review?"

Answer:

Please refer to the answer for Question #4, above. All information regarding
CPHCS' client configuration could be obtained through public information.

A Bidders Conference for this RFO is scheduled for November 12, 2009, from
11:00 a.m. to 12:.00 p.m. (Please see attached notice.) The response
submission due date is 5:00 P.M. (PST), November 20, 2009. Thank you for
your inquiries.
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STATE OF CALIFORNIA J. Clark Kelso, Receiver

PRISON HEALTH CARE SERVICES

Request for Offer (RFO) # 09-017-ITS
Wireless Security Assessment Services
Posted 10/15/2009
NOTIFICATION OF BIDDERS CONFERENCE

Bidders Conference for: RFO — Wireless Security Assessment Services
Location: Teleconference
Date: Tuesday, November 17, 2009
Time: 11:00 a.m. —12:00 p.m.
Call in Bridge: (888) 422-7120 Participant Code: 578838

Web Content: https://www.teleconference.att.com/serviet/ AWMIogin
Meeting Number: 8883227120 Participant Code: 578838

Pre-Registration: Not required.

This Notification is in accordance with the RFP's Addendum #1 to update the Bidder's
Conference schedule.

If you have any questions or concerns, please contact Alexander Thomson at (916) 764-4444.

P.O. Box 4038 ® Sacramento, CA 95812-4038
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